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Abstract
This report sets out to detail the steps required for a Small to Medium
Enterprise (SME) to adopt the IPv6 standard. Linux has been chosen as the
operating system for the implementation. Because of the greater length of
time IPv6 has been available on Linux platforms as opposed to closed source
operating system such as Windows. A number of factors, such as IPv6 ready
applications, web browsers and configuration tools influenced this choice.
This report will set down the groundwork needed to ready a fictitious
organisation for a world where most devices will be able to interact with each
other using the increased addressing space provided by IPv6.
To provide the functionality that an organisation would need requires hosts to
be migrated to Linux due to the reasons given above.

With the use of

automation software, such as Kickstart, rapid deployment of hosts is possible.
Limiting factors with regard to hardware, cost and the restrictions imposed by
ISP’s readiness for this standard, mean that IPv6 internet connectivity is not
possible for many SME’s.

The introduction of tunnel services, which

encapsulate IPv6 data within IPv4 tunnels, will ease this transition for
organisations. Though more complicated to setup, the extra time required for
configuration is far outweighed by the cost savings in hardware.
Deployment within the fictitious organisation has been successful and a series
of IPv6 services have been possible.

This was not, however, without

overcoming a number of technical hurdles which are detailed in the report.
With these services and connectivity in place, the groundwork has been done
which allows the organisation to deploy IPv6 applications and services and to
move into a world where interconnection of devices is key.
Keywords: IPv6, Linux, Implementation, Configuration, Internet Services
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1. Analysis & investigation

1.1 Introduction

Though IPv4’s successor was conceived in the early 1990’s by the Internet
Engineering Task Force (IETF) widespread uptake of the technology has been
slow, possibly due to the success of IPv4.
The goal of this report is to detail the steps involved in migrating hosts to
adopt the IPv6 (IPng) standard. The author decided that an open source
platform would be used for the implementation due to its lower T.C.O. (Total
Cost of Ownership) in comparison to other platforms as described in
[LinuxToday, 2002].
It was noted that only the more recent versions of Microsoft’s Windows
operating system are released with IPv6 support. The products are: Microsoft
Windows XP (developer release IPv6), Microsoft Windows XP with service
pack 1 (production quality IPv6), Microsoft Server 2003 family (RC2) and
Microsoft Windows CE .NET. Microsoft Windows 2000 with service pack 1
does support IPv6, but only as far as to allow developers to gain experience
with the protocol under a Windows environment [WinV6Support, 2002]. IPv6
support under Linux has been available since kernel release 2.2.x. The result
is a greater variety of applications (such as web browsers, ssh/telnet and
email), progress and experience with IPv6 under Linux.
This section, covering analysis and investigation, will detail the salient points
of the research. It will discuss some of the technical details required for
successful adoption of IPv6 through the implementation stages. It is aimed at
those technical staff who have an understanding of IPv4 but have little
knowledge of IPv6 and its associated technical advances.
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All research and implementation stages within this report were carried out on
an Ethernet network. It is expected that hosts and routers within organisation
will be running IPv4/IPv6 simultaneously (See Figure 1) for the foreseeable
future while applications and systems are IPv6 enabled.

A number of

devices may need to be upgraded or replaced as part of the organisation’s IPv6
deployment. To reduce costs, workstations can often be used in place of
incompatible hardware which can be deployed elsewhere within the
organisation.

Organisations must also note, in this implementation, IPv6

addresses are additions to the current IPv4 DNS entries on DNS servers.
Hosts will therefore require an IPv4 DNS server for DNS lookup be that for
IPv4 or IPv6. A number of issues and concerns raised in [6Bone IPv6 Issues,
2003] have led the author to choose the dual stack approach.

Figure 1 - Dual Stack

Figure 1 Depicts the dual stack architecture of hosts as they will be for the
foreseeable future (Image from [WinIPv6v4Coexist, 2002]).
Similar IPv6 test bed projects have been set up by teams at CERN
[IPv6atCERN, 2001] with other projects available through [IPv6_Projects,
2003]. While these projects are useful resources, they are somewhat distant in
scale and technology involved. With a great deal of technology and funds at
their disposal, the research and level of detail is far removed from the practical
advice which is required for SME’s.

One notable resource, which does

include great technical detail, is Peter Bieringer’s “IPV6 on Linux “how to”
site” [Peter Bieringer IPv6, 2003]. This resource can provide many “how
2
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to’s” and tutorials which will set much of the ground work in place. This
report will take that approach, offering practical advice and tips wherever
possible. It will not get involved with applications that can be deployed on the
network once created though. A list available at [PB IPv6 Enabled Apps,
2003] may be useful to administrators wishing to do so.
The deliverable for this project is a report which details the steps required to
deploy an IPv6 network and associated services into a small to medium
enterprise. The deliverable will be based upon the findings noted throughout
this report, and use examples from practical experience gained. It is aimed
primarily at technical staff with experience of IPv4 but not IPv6.

The

deliverable is limited to the construction of the network and network services.
It will not discuss additional products and services that will run on the network
after configuration.

1.2 Technologies

The following technologies are to be discussed:
•

Address types

•

Large addressing space and address construction

•

Stateless and Stateful address configuration

•

New header format

•

Addressing and routing infrastructure

•

Neighbouring node interaction

•

Connection to the IPv6 Internet

•

Path MTU discovery

•

DNS

•

DHCP

•

Routing
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The following topics have been considered but will not be covered in this
report as they are out of the scope of the project or do not apply to the setup of
the nodes:
•

Q.o.S. (Quality of Service) see [IPv6Essentials, 2002] (Chapter 6)

•

IPSec / Security see [IPv6Essentials, 2002] (Chapter 5)

•

ICMPv6 (limited aspects shall be covered where necessary) see
[IPv6Essentials, 2002] (Chapter 4)

1.2.1 Address types

[RFC2373, 1998] defined three type of address for IPv6. They are Anycast,
Multicast and Unicast addresses. Note that the Broadcast address type has
been superseded by Multicast address.
Anycast – (One to nearest) Anycast addresses are assigned to multiple
interfaces, usually on a number of nodes. Though multiple devices may be
members of a particular anycast group, the packet is only delivered to one of
these interfaces, usually the nearest one.
Multicast – (One to many) Multicast addresses identify a group of IPv6
interfaces. Packets destined for that group are processed by all the group
members. This is unlike a broadcast message, where all nodes within the
broadcast domain would receive this message.
Unicast – (One to one) a unicast address identifies the interface of an IPv6
node. Packets sent to this address will be processed only by this interface
address.

4
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1.2.2 Large addressing space and address construction

When, in the late 1970’s, the IETF defined the 32-bit address for IPv4, they
could not have forecast the rate at which the addresses would be consumed,
resulting in a situation in which the number of available addresses is
comparatively low.

This is due, in part to the way in which blocks of

addresses are assigned.
The 128-bit address of IPv6 gives a possible 2128 or 3.4x1038 addresses. To
put this into context, this means that there could be a possible 6.5×1023
addresses for every square metre of the earth’s surface [Win IPv6 Win2000
Overview, 2002].
In IPv6 there are a number of address types available for use. A full list is
available in [RFC2373, 1998], though these sub-sections will only cover a
subset of the address types, namely Link-local, Site-local and Aggregatable
global unicast addresses. Each address is 128-bits in length, including more
efficient and hierarchical addressing and routing structure. The format of the
128-bit binary address is often represented in hexadecimal (hex) in eight
groups

of

four

hex-digits,

separated

by

colons

such

as

fe80:0000:0000:0000:0240:95ff:fe30:2a74.
Each (IPv6) address is made of two components, an address prefix, and an
interface ID.
•

The prefix is dependant upon the address type, which is discussed in
sub-section 1.2.5.

•

The construction of the interface ID is identical regardless of the
prefix in use when using a 64-bit prefix/64-bit interface ID.

The

interface ID must be unique within the link to which it is a member.
Though not central to this report, it is relevant to note that privacy concerns
were raised as a result of the role of the MAC address in the creation of the

5
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interface identifier. [RFC3041, 2001] does allow the interface identifier to be
constructed by other methods. Particular attention should be paid to sections
3.2.1 and 3.2.2 of this RFC.
To create the interface ID, using the standard technique (IEEE EUI-64) the
following steps are carried out:
a) The hex digits 0xFF-FE are inserted between the 3rd and 4th byte of the
MAC address.
b) The value of the universal (marked u below) bit is set to 1 (global
scope) or 0 (local scope) as shown in Figure 2 diagram from
[RFC2373, 1998].

+------+-----+------+------+------+------+
|cccc|ccug|cccc|cccc|cccc|cccc|
+----+----+----+----+----+----+
Figure 2 - Global Bit in a MAC address

Key:

c – company bit, u – universal bit, g –

group bit

c) With the “u” bit as the second least important bit, when converted to
hex, it will represent 016 or 216.
Examples given below from the test network:
Host name / Interface
Homer / Eth0
Bart / Eth0
Lisa / Eth0

MAC Address
00:40:95:45:56:44
00:40:95:30:1D:09
08:00:46:30:24:E0

IPv6 Interface ID
0240:95ff:fe45:5644
0240:95ff:fe30:1d09
0a00:46ff:fe30:24e0

Table 1- Interface ID’s

The resulting value is then set out in the format laid out above in the IPv6
Interface ID column.

6
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At this point, it is worth noting some of the abbreviations used in IPv6
addresses and their expanded equivalents (Table 2)
Abbreviation (hex)
Fe80::240:95ff:fe30:
2a74
Fe80::0001:0240:95f
f:fe30:2a74
Fe80:0:0:0:0240:95f
f:fe30:2a74
::1

Note
Leading
zeros
removed. Not applied
to trailing.
:: Expanded to fill the
address with zeros.
Note – only one set
per address.
Sets of all zeros can
be replaced with a
single zero.
Loopback address

Expands to (hex)
Fe80::0240:95ff:fe30:2a74
Fe80:0000:0000:0001:0240:95ff:fe30:2a74

Fe80:0000:0000:0000:0240:95ff:fe30:2a74
0.0.0.0.0.0.0.1

Table 2 - Common Abbreviations

1.2.3 Stateless and Stateful address configuration

IP addressing can be carried out in one of two modes: Either Stateful or
Stateless. Configuration of host interfaces in this report has used the Stateless
approach.

Therefore, this report will only give a quick overview of the

Stateful technique.

In a recent discussion with Dr. Peter Bieringer (See

Appendix 6.4), he introduces a new term in this field, that of “serverless”
configuration, which he defines as “configured by receiving router
advertisements”. Though this approach has not yet been adopted by [SunIPv6
State, 2003] or [RFC2462, 1998].
Stateful address configuration of a host obtains information and parameters
from a server. This service can be likened to that of a DHCP server in IPv4.
In fact, Stateful address configuration is known as DHCP6. The server will
maintain a database of which hosts have been assigned which addresses. The
Stateful configuration process requires further work on the part of the Network
Working Group and is still only at the early stages of development. [SunIPv6
State, 2003] describe Stateful addressing as “The Stateful autoconfiguration
protocol allows hosts to obtain addresses, other configuration information, or
both, from a server.”

7
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Stateless configuration does not require the services of a central server and is
used when “a site is not particularly concerned with the exact addresses hosts
use, so long as they are unique and properly routable.” [RFC2462, 1998].
[SunIPv6 State, 2003] describe the process as “Stateless autoconfiguration
requires no manual configuration of hosts, minimal (if any) configuration of
routers, and no additional servers”.

They go on to say “The Stateless

mechanism allows a host to generate its own addresses using a combination of
locally available information and information advertised by routers. Routers
advertise prefixes that identify the subnet(s) associated with a link, while hosts
generate an interface identifier that uniquely identifies an interface on a
subnet”.
In Stateless configuration, a node carries out the following steps to obtain an
address, known as the DAD (Duplicate Address Detection) process: (Many
terms below will be explained in the Terms section in appendix 6.10.)
a) A tentative address is generated using the fe80: prefix and prepend to
the interface ID.
b) The node then joins the all nodes multicast group ff02::1 and the
solicited-node multicast group.
c) A neighbour solicitation message is sent out from the all-zeros address
to the tentative address specified in step a. This checks to see if
another node on the link already uses the address from step a. If it is in
use, the configuration stops and manual configuration must take place.
The address state is otherwise set to preferred and assigned to the
interface.
d) Hosts (not routers) would then send a router solicitation message to the
all-routers group FF02::2 to allow them to determine what routers are
available.
e) Routers will reply with a router advertisement, which advertises
prefixes to the hosts. These addresses are added to the list of assigned
addresses for the interface.
f) All addresses, before they are assigned, are verified using the DAD
8
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process. Nodes that have an automatically configured interface ID, as
above, will not need to repeat the steps for additional addresses using
the same interface ID as the Link-local address. Its uniqueness will
already have been confirmed.

1.2.4 New header format

A detailed explanation of the new header format is given in the IPv6
specification [RFC2460, 1998] section 3 and 4. To reduce overheads in the
packet, optional internet layer information is inserted in-between the IPv6 and
upper layer (e.g. TCP/UDP/ICMP/OSPF) headers. Each packet may contain
zero or more of these headers, which are identified by the “Next Header” field
of the preceding header as displayed Figure 3 below (image from [RFC2460,
1998]). This improvement over the IPv4 format results in headers with no
redundant information. A full picture of the new format can be seen on pages
three and four of [IPv6atCERN, 2001].

Figure 3 - Header Format

1.2.5 Addressing and routing infrastructure

This section shows three of the unicast addressing schemes that will be seen
regularly in later stages. It can then go on to detail how the addressing
architecture exhibit a more efficient and hierarchical addressing and routing
scheme. Each scheme mentioned below will use a /64 prefix. This means that
64 bits are assigned to the prefix and the remaining 64 bits to the interface
identifier.
9
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Link-local address
As with IPv4, IPv6 provides a number of private address ranges. Introduced
in IPv6 is the Link-local prefix (fe80:). The Link-local address should never
be routed. It is defined to allow communication between nodes on a single
link and links without a router. It assists in the auto-configuration mechanism
and neighbour discovery processes.
Structure is shown below in Figure 4.

Figure 4 - Link Local Address

A Link-local address is recognised through the use of the 64-bit
fe80:0000:0000:0000hex prefix. (Image from [Win IPv6 Win2000 Overview,
2002])

Site-local address
An alternative internal addressing scheme, similar to the 10.0.0.0/8 and
192.168.0.0/16 schemes provided by IPv4, for use on hosts/routers internal to
an organisation is the Site-local address prefix (fec0:). This scheme allows for
segmentation of networks through the subnet ID. As a result, traffic can be
routed internally in an organisation, but Site-local data should not be routed
outside an organisation.

Site-local addresses cannot be automatically

configured, but require the configuration services provided by Stateful or
Stateless configuration schemes. Structure is shown below in (Figure 5, image
from [Win IPv6 Win2000 Overview, 2002])
10
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Figure 5 - Site Local Address

A Site-local address is recognised through the use of the 48-bit
fec0:0000:0000 hex prefix, followed by the 16-bit subnet ID.

Aggregatable Global Unicast Addresses
The Aggregatable global unicast address, identified by the prefix 0012, can be
likened to public IPv4 addresses.

They are constructed as shown below

(Figure 6) and distributed as pictured in Figure 7 (terms explained in key).
TLA’s will allocate NLA’s (depicted at National ISP level) the same TLA ID
prefix. Using the same scheme, each smaller ISP or large organisation will be
assigned the combined TLA ID and NLA ID prefix from their ISP. This
hierarchical structure allows much simpler routing, administration and
configuration though difficulty can arise for organisations that are
geographically dispersed.

Figure 6 - AGUA

Key:

11
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TLA ID - Top-Level Aggregation Identifier: a 13-bit value to identify the
highest level routers (known as default-free routers). These are allocated by
IANA (Internet Assigned Numbers authority – www.iana.org) to the “long
haul” ISP’s and Telecommunications companies. The TLA ID is registered to
the area in which the router is located much like country code prefixes in
phone systems. (From [Win IPv6 Win2000 Overview, 2002])
Res – Reserved space: allowing the TLA ID or NLA ID to be expanded in the
future.
NLA ID - Next-Level Aggregation Identifier: a 24-bit value used to identify
the customer site or downstream ISP’s. It can also be used to create multiple
levels of routing hierarchy within the network.
SLA ID – Site Level Aggregation Identifier: a 16-bit value, used internally to
an organisation. The value allows an organisation to create up to 65,536 sub
networks, or allow multiple levels of routing hierarchy.
Interface ID – Interface Identifier: used to uniquely identify an interface on a
subnet.

12
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Figure 7 - IPv6 Routing Structure

1.2.6 Neighbouring node interaction

New services have been introduced into IPv6 that combine functionality
provided by a number of services in IPv4. One such is Neighbour discovery
(ND).

ND uses ICMP6 services to “determine link layer addresses for

neighbours attached to the same link, to find routers, to keep track of which
neighbours are reachable, and to detect changed link layer addresses”
([IPv6Essentials, 2002], p.45). An example of this is show in Figure 8. The
full specification can be seen in [RFC2461, 1998] and ([IPv6Essentials, 2002],
p.59-69).

13
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Figure 8 - Example use of Neighbour Discovery in IPv6

1.2.7 Connection to the IPv6 Internet

To connect a network to the IPv6 enabled internet, a number of approaches
can be taken. From an administration point of view, the simplest is to apply to
an ISP or telecommunications company who can allocate an IPv6 network
address prefix to the organisation. Information on this process can be found at
[6BONE, 2003] or [6BONE web int, 2003]. This process requires the ISP of
the organisation to be IPv6 enabled. An organisation can take the network
prefix and then subdivide the SLA ID to suit. Due to restrictions from the
author’s ISP and unavailability of hardware which would support this
technique, configuration this way was not possible.

14
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For sites where external IPv6 connectivity is unavailable there are a number of
other approaches which utilise existing IPv4 infrastructure and still allow IPv6
connectivity. These services are classed as tunnel services (as defined in
[RFC2473, 1998], [RFC3053, 2001] and [RFC2893, 2000]) or 6to4 services
(as defined in [RFC3056, 2001]).
These services were defined due to the huge task of migrating from IPv4 to
IPv6.

They allow interoperability between dissimilar hosts using either

manually configured or automatically configured IPv6 over IPv4 tunnels.
A manually configured tunnel, such as the Tunnel Broker service provided by
BT [BT Tunnel Broker, 2002], require a start and end point to be defined.
This service will be used later in this report to provide IPv6 connectivity
across an IPv4 network. The administrator is required to enter a series of
commands into the host acting as the entry point to configure the host to
encapsulate and transmit packets. The end point must also be configured to
act upon packets inbound and destined to the network, host or sub network at
the tunnel entry point. Data destined for the IPv6 internet is sent to the entry
point IPv6 router, which encapsulates the data in IPv4 packets. The data may
be fragmented at this stage if necessary. It is then passed through the IPv4
internet to the tunnel end point. On arrival, the packets are reassembled, and
then passed on to the IPv6 internet.

Tunnel configuration is described in the

deliverable in the appendices.
An alternative to this static tunnel configuration is to use a 6to4 relay router.
6to4 relays use an anycast address – for example 192.88.99.1. The 6to4 router
will use the nearest available 6to4 router. As the example IP is part of an
anycast group, should one 6to4 router go down, the next 6to4 router will be
used.

This system is described in [RFC2068, 2001].

The prefix

2002:wwxx:yyzz::/48 (where wwxx:yyzz is the hexadecimal representation of
IPv4 ww.xx.yy.zz address) is used to represent the IPv6 address of the IPv4
host providing the 6to4 connectivity. Unlike the tunnelling service above, the
tunnel in a 6to4 service is not static, and will not fail if an end point is not
available.
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NAT-PT is another technique that can be used to interconnect IPv4 / IPv6
networks and is discussed in [BTUltima, 2003].
The final tunnelling system available to organisations is the freenet6.net
(http://www.freenet6.net) system. This is again a tunnel broker approach, with
some slight differences. This system uses proprietary tools and protocols for
configuration.

The freenet6.net system does not work for organisations

running NAT and therefore is not suitable for many networks, including the
fictitious organisation discussed later.

1.2.8 Path MTU discovery

Transmission of large quantities of information over network links require the
message to be broken into smaller segments. The size of this segment is
known as the MTU (maximum transmission unit). The Path MTU Discovery
process, described in [RFC1981, 1996] details the process employed by the
node as it transmits information between the two nodes. When using IPv4,
each router along the path adjusts the MTU as necessary. To reduce the load
this places on the routers, Path MTU Discovery initially sets the MTU equal to
the MTU between the interface and the next hop. Should a router try to
forward a packet onto a link with a MTU smaller than the current MTU, the
packet is discarded and an ICMP6 type 2 “Packet Too Big” message is
returned to the originating host, which includes (amongst other information)
the new value of the MTU (See Figure 9). This process may occur a number
of times before a packet reaches its destination. The packet MTU however,
can not drop below the minimum MTU size (1280) defined by [RFC2460,
1998]. An association between a Path MTU and a link can be stored on the
node for future communication sessions. To detect an increase in link MTU,
packets with a MTU larger than that recorded for the link are sent out on the
link at wide intervals. As an increase in MTU does not happen very often,
packets to test a larger MTU are not sent out very regularly.
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Figure 9 - Path MTU Discovery over fictional IPv6 network

1.2.9 DNS

With the introduction of IPv6 and 128 bit addresses remembering IPv6
addresses is very difficult. [RFC1886, 1995] was introduced to define the
DNS extensions required to support IPv6.

Support for IPv6 records in

[RFC1886, 1995] are through the use of now depreciated “Quad A”/AAAA
records for forward lookups and IP6.INT records for reverse lookups.
Examples of these types can be seen in appendix 6.3.
In addition to the AAAA records, the newer A6 records as defined in
[RFC2874, 2000] can also be deployed on a DNS server accompanied by the
IP6.ARPA reverse lookup (as commented upon in [RFC3152, 2001]). The
two competing techniques have caused some issues as to which should be
chosen. The Network Working Group were concerned as to how the two
competing standards may delay IPv6 deployment while the best suited
standard is chosen. This is discussed in [RFC3363, 2002] but is beyond the
scope of this report.
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DNS records can be queried via one of two transport techniques. IPv4 can be
used as the transport technique to locate the IPv6 DNS entries on an IPv4
server. In this case AAAA/A6 entries are entered as extra rows in the zone
files and an IPv4 DNS server is needed.

This is ideal on dual stack

implementations. IPv6 can also be used as the transport technique. However,
the limited functionality provided by this technique limits the usefulness of the
service as a connection to an IPv4 DNS server is needed to request
names/addresses for other IPv4 hosts of which it is currently not aware. See
[Sun IPv6 DNS, 2001] for additional comments.

1.2.10 DHCP

DHCP is no longer required in IPv6 only networks (if Stateless autoconfiguration is used). All that is required is to assign each router a prefix for
the network to which it is attached.

The auto-configuration process, as

discussed in 1.2.3, details how this takes place. After obtaining a prefix from
the router, the host is then equipped to begin communicating. The process of
obtaining a prefix is detailed in the subsections of 2.4.
IPv4 DHCP does have useful features within an IPv4 / IPv6 dual stack
implementation. Using IPv4 DHCP, hosts are able to locate services such as
DNS servers (which can contain/obtain IPv6 DNS entries) and other network
oriented configuration information such as IPv4 address, subnet mask and
IPv4 default gateways. Special consideration must be made to the scope in
which IPv4 subnets can operate. It is considered unlikely that they will be of a
size comparable to that of an IPv6 sub network to which a workstation may
also belong. Careful partitioning of each network must take place in these
cases.
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1.2.11 Routing

Routing IPv6 information between networks, and then onto the IPv6 internet,
in its simplest form is accomplished by enabling packet forwarding.
inserting

a

number

/proc/sys/net/ipv6/conf/all/forwarding
forwarding on all interfaces is enabled.

1

By
into

IPv6

packet

This alteration turns a standard

workstation from a basic terminal to a powerful tool. With the installation of
extra services, the computer can operate as an IPv6 internet gateway allowing
it, and many other connected devices, access to the IPv6 internet.
Configuration of these services is covered in section two and the results are
shown in section three. A guide on configuring these services is found in the
deliverable report in appendix 6.1.

1.3 Readiness of telecommunications providers

Due to a very limited response from telecommunications providers, the only
resources that were available to comment upon were those provided by BT.
BT has been working with IPv6 for a number of years and currently provides a
number of services to single users, small networks and larger organisations.
Of greatest significance to the author, and administrators of SME’s, is the
Tunnel Broker service, as was discussed in 1.2.7. BT does provide IPv6-ready
services for larger organisations and ISP’s through [BT UK6x.com, 2003]
including:
•

IPv6 native peering with other networks

•

IPv6 transit to multiple backbones

•

IPv6 commercial address space

And for small enterprises and individuals:
•

Access to the IPv6 Internet

•

DNS hosting
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•

IPv6 web hosting

BT can also provide a series of technical services through their “Ultima
toolkit”. This is a series of mechanisms used on projects such as BT/Ericsson
3G trials. This project used services provided by their NAT-PT translator
which provides Network Address Translation and Protocol Translation
services. Its operation is depicted below in Figure 10 from [BTUltima, 2003].
Work by BT as in IPv6 ISP is discussed here [BT IPv6 Progress, 2000].

Figure 10 - NAT-PT

Hardware (router) research on the http://www.cisco.com website indicates that
CISCO IOS 12.2(2)T and above provide IPv6 support. Cisco suggest that
version 12.2(13)T is used as this provides added performance features. If
devices supporting this IOS are installed, native IPv6 internet connections
(provided ISP connectivity is in place) can be installed. Hitachi has released
IPv6-aware devices such as the GR2000B gigabit router which is discussed at
http://www.internetworking.hitachi.com.

Other

network

infrastructure

providers such as http://www.nortelnetworks.com have provided IPv6 ready
devices since 1997 with their BayRS suite of routing protocols. Devices like
Nortel’s 5430 (Enterprise scale) or 2430 (Office class Enterprise Scale) can
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offer SME’s IPv6 ready services to their network.

1.4 Selection of Open Source platform

The implementation stages of the report will require a suitable Linux
distribution that can support IPv6 and allow integration and use of IPv6
enabled product and services within the operating system.

It must also

provide practical features allowing use in modern business such as an office
suite, internet access (to IPv6 enabled sites). Research into available products
points towards any distribution that use the 2.2 kernel or above. The main
contenders in the open source market, all of which use kernel 2.4 and above
are

SuSE

Linux

(http://www.suse.com),

Mandrake

(http://www.mandrake.com), RedHat Linux (http://www.redhat.com).

Linux
The

author did consider United Linux, but congested servers and limited time slots
to obtain what is an early development copy of the software, meant that
obtaining the software was not feasible. The document provided at [PB v6
linux distro, 2003] shows that RedHat 8.0 and SuSE have equal levels of basic
support for IPv6 but RedHat 8.0 provides a number of additional services for a
lower cost. The author was affected by an issue with initscript support in
Mandrake Linux which can lead to a situation where IPv6 can not be enabled.
This is detailed in [Mandrake 9 IPv6, 2002]. Due to this issue, Mandrake was
not used in the practical work.
Due to a lower cost (see www.dabs.com for current pricing) of £34.07inc. for
RedHat versus £52.87inc. for SuSE, a large number of additional tools and
services and a variety of tutorials in existence which utilise this operating
system, RedHat Linux was chosen. Communication between the author and
RedHat Europe (see appendix 6.5) discussed the availability of RedHat
Enterprise Linux (http://www.redhat.com/software/rhel/). This new addition
to the RedHat range is aimed at the business market and as such has a business
price tag to match (£233.82 for Windows XP Pro versus £221 (standard) and
£113 (basic) for RedHat Enterprise Linux workstation). This is still good
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value when considering the number of extra services and applications
available with RedHat. The introduction of these new services have brought
costs of Linux into the region of those provided by alternative closed source
operating system and as a result has implications on whether organisations
should migrate to an open source platform. The author considered Enterprise
Linux as an alternative, but due to cost associated, was unable to view the
software and gauge how effective it can be in a business environment. While
Enterprise Linux is new on the market and a significant cost increase over the
standard RedHat Linux 8.0 the author would recommend the cheaper standard
version of the operating system. Research into Enterprise Linux from RedHat
reveals many of the free products required for implementation are not included
with this version of the software.

1.5 Build node disk Image

From a business perspective, migration to an open source operating system
must be carried out with the minimum of fuss and disruption. The author had
originally anticipated using a disk cloning utility to create a disk image that
could be dumped onto hard disks allowing rapid deployment of workstations.
A

number

of

applications

were

tested

including

Norton

(http://www.symantec.com/sabu/ghost/ghost_personal/),

PowerQuest

Image

and

(http://www.powerquest.com/driveimage/)

(http://www.partimage.org).

Ghost
Disk

partimage

All of these techniques were found to be

unsuitable for one or more of the following reasons:
•

Incompatibility with the file system in use (ext3)

•

Inability to capture all of the partitions to create a true replica

•

Unable to attach to image server using currently available hardware
(NIC’s)

•

Difficulty of use

•

Unable to image volumes while mounted
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The author was also concerned with issues that may arise from duplicating
workstation’s security information such as private/public keys pairs may be
duplicated across a number of workstations and there may be issues when
moving to different hardware on other workstations.
The author decided to investigate other techniques that can be used in rapid
deployment of workstations that operate in a similar way to Sysprep in
Windows

2000

(http://www.microsoft.com/windows2000/downloads

/tools/sysprep/default.asp). Further investigation on the RedHat website for
documentation led the author to the RedHat 8.0 Customisation guide which
can be downloaded in a variety of formats from [RedHat 8.0 Manuals, 2003].
This document introduces the Kickstart system.

Using the “Kickstart

configurator” as described in the customisation guide (Chapter 7) the
administrator can configure the hosts to include all required software
components through the generation of a ks.cfg file. The file is used as a
prompt file for the installation software. In the practical stages of this report,
the file was stored on a floppy disk (though other locations are possible), and
the installation files were located on three CD ROM’s. The client and server
ks.cfg files have been included in appendix 6.2. for reference.

A full

explanation of the Kickstart system can be found in chapters 6 and 7 in the
customisation guide.
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2. Specification & Design

2.1 Introduction

The specification and design stages will be modelled on a fictitious SME –
The Simpsons. The division of the Simpsons that will be investigated further
consists of three workstations, Bart, Lisa and Maggie, and two servers Homer
and Marge. Each of the workstations and servers will run RedHat Linux 8.0
using the configuration as set out in section 1.5. Their current topology can be
modelled as Figure 11.

Figure 11 - Current Topology
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Key:
Bart / Lisa / Maggie – Ipv4 only hosts
Marge and Homer – Ipv4 only servers
Green cable – Ipv4 communications
In the current implementation, the organisation is assigned a single public
IPv4 address, 81.5.167.105. This address is applied to the external interface
on the IPv4 router. Hosts within the network are assigned addresses from the
private range 192.168.0.x. NAT is used on the router to enable hosts on the
private network to connect to external resources. It is assumed that given the
organisation’s current situation, there are no more than 250 hosts on each
network. An assumption is made that the organisation uses an ADSL router
with one internal (LAN) port and one external (WAN) port.
As the specification and design stages progress, the level of difficulty and
involvement will increase as additional technical knowledge and research are
needed. It is therefore important that each stage is completed successfully
before continuing to the next.

2.2 Network segment prototypes – on a single LAN segment

To cover all situation of communication between IPv4 and IPv6 nodes, four
networks will be designed and configured. The tests will be carried out on a
limited number of hosts due to restrictions in available devices. Two utilities
were considered for the design stages.

They were Microsoft Visio

(http://www.microsoft.com/office/visio/default.asp)

and

Opnet

(http://www.opnet.com). Both of these applications are available to the author
and allow an administrator to design networks before they are deployed. Only
Opnet allows the administrator to prototype and simulate the network before it
is implemented. As the current topology is very simple and the modelling
software is unable to simulate a multi-homed server such as Homer,
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simulations of the network in many following cases was not possible. Due to
the academic resources available to the author and previous experience, Opnet
was chosen to model the networks. Where such resources are not available, a
number of other tools (which are available for free download) can be tested to
see which best meets the needs of the organisation. As many organisations
may not have the specialist hardware required for REAL, Ns-2 is the
suggested choice on Linux and Visio on Windows.
Other available tools are available for Linux / UNIX free of charge including:
Name
Ns-2

Available from
http://www.isi.edu/nsnam/ns
/index.html

REAL
5.0

http://www.cs.cornell.edu/sk
eshav/real/overview.html

Features
• Discrete event simulator
• Support for simulation of TCP,
routing, and multicast protocols over
wired and wireless networks.
• originally intended for studying the
dynamic behaviour in packet
switched networks
• Available for Digital Unix, SunOS,
Solaris.
• Requires specialist hardware (Sun,
VAX, Alpha, Sparc).
• Not available for Linux, only Unix

Table 3 - Modelling Tools

The four permutations to be modelled are as follows (Using Link local
addresses):
Test
Number
1

Testing
IPv4 to IPv4
communications

2

IPv6 to IPv6
communications

3

IPv4 to IPv6
communications

4

IPv6 to IPv4
communications

Host

IPv4 address

IPv6 address

Bart
Lisa

192.168.2.20
192.168.2.18

n/a
n/a

Bart
Lisa

n/a
n/a

Fe80::240:95ff:fe30:1d09
Fe80::a00:46ff:fe30:24e0

Bart
Lisa

192.168.2.20
n/a

n/a
Fe80::a00:46ff:fe30:24e0

Bart
Lisa

n/a
192.168.2.18

Fe80::240:95ff:fe30:1d09
n/a

Table 4 - Test 1
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Though the aim of this report is IPv6 implementation, tests for IPv4
connectivity have been included for completeness and to verify the links using
existing, well understood technology. IPv4 services within this IPv6 enabled
network still play an important role where DNS and internet connectivity are
needed (confirmation in 1.2.9.)
Where IPv4 addresses are required, they have been taken from the private
192.168.0.x pool. IPv6 node interfaces are assigned a Link-local prefix.
The tests will be carried out as shown below in Figure 12 using a subset of the
entire network.

Figure 12 - Prototype 1

Key:
Bart/Lisa – Ipv4/IPv6 hosts
Green/Blue cable – Ipv4/IPv6 mixed communications

2.2.1 Test Strategy

The simplest form of test that can be carried out to verify the links is a ping or
ping6 (IPv6). The two nodes will be connected to an Ethernet hub (or switch)
and a ping will be started on the transmitting host which will attempt to
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contact the receiving host. These tests will be carried out using IP address
only (not hostname). The ping will transmit 10 packets to the recipient and
record the number of responses received. IPv4 tests will use ping –c10
destination
destination.

and ipv6 will use ping6

–c10

–I

interface_ID

Destination is the IPv4 / IPv6 address of the destination

host, for example 192.168.0.20 and –I interface_ID is the interface alias,
for example eth0. The switch –c 10 specified the number of packets the
sender will attempt to transmit.

2.3 Network segment prototypes – on dissimilar LAN segments

To send and receive traffic when two devices are on dissimilar networks, a
router is required. Routing IPv4 / IPv6 traffic on a network requires an IPv6
router or a host that can act as a router. Due to limitations in the availability of
a hardware router, the author used the Server “Homer” and a series of services
that made ipv6 routing possible. A second NIC was installed in Homer and a
hub connected to each of the interfaces via Ethernet. Bart was attached to one
hub and Lisa to the other. This is show in Figure 13.

Figure 13 - Router Test 2
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Key:
Bart / Lisa – Dual stack hosts
Homer – Dual stack router
Blue/Green cable – IPv4/Ipv6 communications
The following will be carried out to test IPv4 / IPv6 communications between
nodes on different LAN segments. Notice, for these experiments, the IPv4
and IPv6 addresses have been reconfigured to IPv4 and IPv6 Site-local
addresses on different networks.
Test
Number

Testing

Host

IPv4 address

IPv6 address

Bart

192.168.2.20

n/a

Lisa

192.168.1.19

n/a

Bart

n/a

Fec0::2:240:95ff:fe30:1d09

Lisa

n/a

Fec0::1:a00:46ff:fe30:24e0

IPv4 to IPv4
1

communications

IPv6 to IPv6
2

communications

Table 5 - Test 2

For routing to take place a number of steps must be followed. As these have
been recorded in the deliverable in the appendices, only an overview of the
procedure will be included in this section. To enable routing to take place,
forwarding must be enabled.

A routing application or router advertising

daemon can be installed to advertise prefix information on an interface and
assist in the construction of the routing table.
When choosing a routing daemon, the administrator must be aware of the
scope it will be used for. For example, will dynamic routing be required using
a variety of internal routing protocols or will static routing suffice.
Available routing applications can be classed in to static or dynamic.
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Dynamic routing applications, such as gated, zebra, and mrt regularly
broadcast routing updates to neighbouring routers. These are available for
download and are all supported under RedHat Linux. Gated, zebra and mrt
and complete routing applications, with CISCO IOS like interfaces (though
additional interface applications may be required) which provide services over
and above the basic router adverts they broadcast.

Non-dynamic router

advertisement applications are not so numerous. The network tools page by
Peter Bieringer at [PB Net Tools Status, 2003] describes only one such
package, radvd, this is also supported by RedHat Linux. Within the Simpsons,
it is not necessary to have a routing application that passes routing information
to other routers, as would a dynamic routing application. This is because
within this organisation there is only one IPv6 router which notifies nodes on
each interface of the same Global unicast address prefix and various Site-local
prefixes. Regardless of routing implementation, IPv6 packet forwarding must
be enabled.
It was with this in mind that radvd was chosen for the implementation stages
as it required minimum configuration, uses a single configuration file and is
included as a package with RedHat 8.0 (the chosen distribution). This does
mean there is a singe point of failure with the current network but this can be
resolved simply with the use of a backup server (Marge) which can be brought
into action within minutes of the fault being noticed. To do this, radvd would
need to be installed on Marge, either from initial construction or downloaded,
installed and configured. The same radvd.conf file would be applied to Marge
and the router advertising daemon started.
[Radvd, 2003] is installed as part of the automated installation of the server
(see section 1.5). Configuration of the software is discussed in the deliverable
document.

30

Analysis and Implementation of IPv6 in Small to Medium Enterprises Using Open Source Software.

2.4 IPv6 Network Services

For the Simpsons to access the IPv6 enabled internet, routing and DNS
services must be put into place. Expanding upon the work in section 2.3, the
report will now extend IPv6 access to areas outside the organisations internal
network and will report on techniques used to access the IPv6 enabled
internet. Limitations imposed upon the author by his ISP meant that only
tunnel services could be used in this report.
Applications and tools will be discussed below, a choice made, and tests
carried out to confirm the operation of the services with results shown in
section 3.

2.4.1 DNS

There are a number of applications available to provide DNS services on a
Linux

server.

The

most

common

of

these

are

BIND

(http://www.isc.org/BIND/) and TinyDNS/djbdns (http://www.tinydns.org/).
BIND may be considered “bulky” for simple caching use, though
consideration should be made for the expansion required for a SME when
IPv4/IPv6 internet presence is needed. TinyDNS 1.05-10 or above is required
to support AAAA/A6 IPv6 records. A suitable version can be obtained from
the

RPMFind

web

site

at:

http://rpmfind.net/linux/RPM/PLD/

dists/ra/supported/ppc/tinydns-1.05-10.ppc.html. TinyDNS/djbdns are more
recent additions to the DNS scene and are not in as widespread use as BIND.
BIND, for example, is used on the F root name server (f.root-servers.net).
http://www.isc.org/products/BIND/bind-security.html does detail a number of
security vulnerabilities that have been noted on previous versions of BIND.
Due to a major new revision of BIND, all of the previous insecurities have
been resolved. Because of the maturity of BIND, its support for AAAA/A6
records and its well understood installation and configuration process, it has
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been chosen for the implementation stages. Choice of DNS application is
partly down to the preference of the administrator. Though TinyDNS/djbdns
are growing in maturity and usage, they do not have the development backing
of major organisations in the IT domain such as Sun, Compaq and IBM unlike
BIND. BIND requires zone files to be configured to inform the DNS server of
the available zones which can be queried. Installation will be as documented
in [isc.org BIND, 2003]. Configuration of the software will only cover the
master (primary) caching DNS server and will be based upon the work by the
[Native6Group DNS, 2003], [Visc.vt.edu DNS, 1997] and [Isi.edu DNS,
2000]. For the practical stages IP6.INT, IP6.ARPA entries have been used for
reverse lookup and AAAA/A6 entries have been included for forward lookup.
This will provide the maximum compatibility with client’s DNS service and
ensure whichever technique does become the standard, the Simpsons will be
ready configured. The author is aware that in the practical stages dynamically
configured hosts have static DNS entries. This is simply to prove the concept
and would not be used in a live organisation.

2.4.2 DHCP

DHCP configuration (auto configuration of clients) fall into two areas: IPv4
and IPv6.
IPv4 DHCP has been implemented to provide network configuration to nodes,
allowing IPv4 services and information required by hosts to obtain IPv6 DNS
records. The expected configuration of the network will use BIND, provided
by http://www.isc.org. Though other approaches were considered, to ensure
compatibility and ease of coexistence, the DHCP application also provided by
ISC has been installed. Though beyond the scope of the report, this approach
should ensure Dynamic DNS updates from DHCP are compatible with BIND
zones which may be updated.
True IPv6 DHCP will not be used due to immaturity of the system. Instead,
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prefixes will be advertised by radvd. A sample radvd.conf file is included in
appendix 6.2.1. This file configures each Ethernet interface to broadcast a
Site-local and/or global prefix as specified in the deliverable to each network.
By prefixing the Site-local address to the interface ID, the client is then
configured with a unique address.

2.4.3 Routing & Tunnelling

Routing is enabled by issuing echo
conf/all/forwarding

at

a

prompt

1

>

/proc/sys/net/ipv6/

or

in

/etc/rc.d/rc.local.

Configuration is completed through a number of steps which are stored in
/etc/rc.d/rc.local.

The contents of this file have been included in

appendix 6.7.
To advertise the availability of the IPv6 external connection radvd must be
configured to advertise the global prefix on all interfaces that wish to access
IPv6 resources. The addition of the line: “prefix 2001:618:400:3afc::/64
{

AdvOnLink on; AdvAutonomous on; };” was used to advertise the

prefix to hosts.
Hosts will listen for router advertisements and then use this information, in
addition to the interface ID, to produce an aggregatable global unicast address.
To complete the configuration of the routing service with regards to
connections to services outside the organisation the tunnel must be configured
to provide IPv6 over IPv4 services to the tunnel broker. The configuration of
the tunnel is set up using two pseudo interfaces, sit0 and sit1. The script in 6.7
contains the steps needed to provide these services and configuration and
commentary are located in the deliverable.
The author has chosen to configure a static tunnel for the practical stages.
Listed below are a number of areas of consideration than an organisation may
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wish to investigate when subscribing to a tunnel service. BT was chosen as it
can answer yes to most of these criteria:
•

Cost of service (free)

•

Is configuration information provided

•

Are examples and “walk throughs” given

•

Is the tunnel end point is located within your country

•

Is the distance from the organisation, through the ISP to the tunnel
broker site short in terms of hops and over reliable, fast links (See
appendix 6.8 Connection to Tunnel Broker )

•

Does the provider detail persons who can be contacted for support
issues

•

Does the service work behind NAT

•

Does the service offer redundancy

2.2.4 Test Strategy

Where tests are necessary to confirm the operation of network connections
between nodes on different LAN segments, the same test strategy can be
employed as in 2.2.1. When tests have been completed to ensure IPv4/IPv6
routed connectivity internally and DNS resolution for IPv4/IPv6 nodes, tests
will be carried out to confirm IPv4/IPv6 connectivity to known external IPv4
and IPv6 hosts. This will test IPv6 communications via the tunnel and DNS
name resolution.

2.2.5 Test Network Topology

Below are the two approaches that were available to the author when deciding
upon the Simpsons’ network topology. With a large number of permutations,
many have been considered, but can not be recorded in this report due to the
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resulting size of the document.

Figure 14 - Proposed Topology 1

Key:
Blue cable – IPv6
Green cable – IPv4
Orange cable – IPv6 over IPv4
Mixed colour cable – Runs multiple services over the same cable
Advantages
•

Load balancing across servers / routers

•

Homer would deal only with IPv6 and tunnel encapsulation.

Disadvantages
•

An Additional IPv4 router equipped with more internal (LAN)
interfaces is needed.

This topology allows for three IPv4 sub networks of varying size (depending
on strategy used). A single IPv6 prefix is used due to the limitations of the
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tunnel broker service (the prefix assigned is fixed at 64bits).

This

configuration will use three NICS in Homer.

Figure 15 – Proposed Topology 2

Key:
As in Figure 14.
Figure 15 above gives an alternative approach to the network topology within
the Simpsons.
Advantages
No additional resources required. All services are provided by, or accessed
through Homer.
•

This topology defines three logical networks:
o The Demilitarised Zone (DMZ) using the iptables
command. Used to for devices which need IPv4 / IPV6
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internet and contact from the internal network. This
network can be used for devices such as mail servers or
gateways. Homer and Marge are members of network
one and will require manual configuration.
o Network two is an internal only network. Uses the
second IPv4 network, the second IPv6 network prefix
and the IPv6 Global unicast address prefix. Each host
on this network has access to all internal and external
IPv4 / IPv6 resources.
o Network three. This can be used as a development
network or one which contains the servers providing
internal services.
Disadvantages
•

Single point of failure for the network.

•

Traffic load may become too high, in which case Marge can
also be used to provide similar services (load balancing)

This configuration will use three NICS in Homer, one for each network.
Details of the network use are described in the deliverable. Testing will be
carried out using the topology in Figure 15 and all additional services will be
installed on Homer.
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3. Implementation & Testing

3.1 Introduction

The implementation and testing section will show the results of the
implementation stages and make comments upon them. It will detail the
chosen topology for the organisation and test communications and services
between devices.
The findings from these tests will be used to produce the deliverable document
which is located in appendix 6.1. The deliverable is aimed at technical staff
hoping to upgrade the network within an organisation to support the IPv6
standard. It is important to ensure each component is working before moving
on to the next stage in the deliverable document.
Many more tests have been carried out than those included below. To reduce
space which would detail every interaction tested a limited number of
examples have been included for reference and to prove functionality.
The tests were carried out while logged in as “root” on the station being tested.
This was due to the tools available while logged in as root.

Tests for

connectivity, for example to IPv6-enabled sites, were later confirmed as the
user “tom”. Configuration of the software is covered in the deliverable in
section 6.1.

3.2 Network segment prototypes – on a single LAN segment

The following test results are the outcome of tests defined in Table 4.
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3.2.1 Test 1

Test 1 is used to test the IPv4 communications between hosts on the same
LAN segment using IPv4. In addition to the tests set out in Table 4, both
nodes were tested for communication with the server. Figure 18 shows one
example of this communication.

Figure 16 - Bart to Lisa (IPv4)

Figure 17 - Lisa to Bart (IPv4)

Figure 18 - Lisa to Homer (Eth2) (IPv4)
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From these tests the author can conclude IPv4 communications on the network
are available. This is important not only to prove all equipment but will assist
in the operation of DNS and tunnel services as detailed in 2.4.1 DNS.

3.2.2 Test 2

Test two will confirm communication between two nodes on the same IPv6
Link-local network. As with test 1 above, these tests provide the ground work
for the rest of the IPv6 services such as routing traffic and tunnel services.

Figure 19 - Bart to Lisa (IPv6)

Figure 20 - Lisa to Bart (IPv6)

Figure 21 - Bart to Homer (Eth2) (IPv6)
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From these tests the author can conclude IPv6 communications on the network
are available and fully functional.

3.2.3 Test 3

Test three attempts to test communications from an IPv4 host to an IPv6 host
(Link-local address). Although much research was carried out on the internet,
in books and other resources, the author has not been able to locate a
technique to allow this sort of communication between hosts using dissimilar
versions of the Internet Protocol. This is due to the IPv4 ping command only
accepting IPv4 style addresses. Information found in 3.2.5 Test Summary
does agree with the findings of the author.

3.2.4 Test 4

There are a number of possible techniques to achieve this sort of
communication between IPv6 hosts and IPv4 hosts using pseudo interfaces
such as those used in the tunnel service. Communication is not possible using
the Link-local address alone. Due to restrictions on time and report space, the
services needed will not be covered in this report. In conclusion, the author is
aware of techniques that allow communications from IPv6 hosts to IPv4 hosts,
though additional work is needed on the part of the administrator.

3.2.5 Test summary
Work carried out by Sun at [Sun IPv4/V6, 2003] shown here in Table 6
concludes that it is not possible easily to address an IPv6 client using IPv4 or
vice versa. The only technique the author has found on this type of crossversion communications is through the use of IPv4-compatible IPv6 addresses,
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IPv4-mapped IPv6 addresses and tunnelling. All of these are explained in
([IPv6Essentials, 2002], p. 37-38) and [RFC2373, 1998]. These techniques
tend towards use with WAN’s and not local communications. With this in
mind, and the difficulty the author has had locating examples where this type
of communication is attempted, the author has concluded that this type of
communication is not possible without extensive effort on the part of the
administrator
Client-Server Applications: IPv4 and IPv6 Interoperability
Type

of

IPv6-unaware

IPv6-unaware

IPv6-aware

IPv6-aware

Application

server (IPv4-

server

server

server (IPv6-

(Type of Node)

only node)

enabled node)

(IPv6-only

enabled

node)

node)

IPv6-unaware

(IPv6-

IPv4

IPv4

X

IPv4

IPv4

IPv4

X

IPv4

X

X

IPv6

IPv6

IPv4

(IPv4)

IPv6

IPv6

client (IPv4-only
node)
IPv6-unaware
client

(IPv6-

enabled node)
IPv6-aware client
(IPv6-only node)
IPv6-aware client
(IPv6-enabled
node)
Table 6 - Sun IPv6 Findings
X means that it is not possible to communicate between the respective server and client.
(IPv4) denotes that the interoperability depends on the address chosen by the client. Choosing
an IPv6 address fails. However, choosing an IPv4 address, which is returned to the client as an
IPv4-mapped IPv6 address, causes an IPv4 datagram to be sent and succeeds.

Table and comments from: [Sun IPv4/V6, 2003]
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Conclusions of section 3.2.1 to 3.2.4 are shown below in Table 7.Table 7 Test 1 Conclusions
Test number
1

Success
Full

Comment
No issues found

2

Full

No issues found

3

None

Not possible to the best knowledge of the
author

4

Only using additional services
(Not tested)

See [RFC2373, 1998] or Win IPv6 Net
Configs, 2002 (Windows) if this service
is required.

Table 7 - Test 1 Conclusions

3.3 Network segment prototypes – on dissimilar LAN segments

The following test results are the outcome of tests defined in Table 5.

3.3.1 Test 1

3.3.1 and 3.3.2 tests will confirm routing between hosts on IPv4/IPv6
networks. Such services are important in forwarding encapsulated packets
destined for the tunnel broker server via the router. The tests will also ensure
that access to additional IPv4/IPv6 services are possible.
Initial tests were unsuccessful as routing was limited to internal interfaces on
Homer and partial routing for Bart. The author had confirmed that IPv4
forwarding was enabled and after much research it was found the firewall
rules, as defined by the default configuration of iptables, was the cause. A
resolution, reconfiguring the rules and using NAT, was found after reading
[RedHat IPtables, 2003]. The solution is included in the deliverable.
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After the alterations had been made, the following results were collected.
Only a subset of the results have been included to reduce repetition.

Figure 22 – Bart to Lisa (IPv4)

Figure 23 - Lisa to Bart (IPv4)

Figure 24 - Ping to 192.168.0.0 network node (IPv4)
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Figure 25 - Lisa to Google.com (IPv4)

From these tests, it is possible to see that IPv4 routing is working correctly and
will provide service allowing hosts in the internal network to access internal
and external resources.

3.3.2 Test 2

Figure 26 – Bart to Lisa (IPv6)

Figure 27 - Lisa to Bart (IPv6)
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Figure 28 - Ping to fec0:0000:0000:0000 network node (IPv6)

Figure 29 - Lisa to kame.net (IPv6)

These tests demonstrate that internal IPv6 routing is working between all
networks and IPv6 routing is working correctly on the network with external
resource access (Fec0:0000:0000:0001). Tests to www.kame.net have been
used as it is known to have an IPv6 address.

3.3.3 Test Summary
The improvements made in the IPv6 routing hierarchy and configuration has
allowed much simpler and quicker configuration of the network.

With

forwarding enabled, radvd advertising prefixes to network and simple
configuration, the software can automatically manipulate the static routing
table and determine the best route for traffic. Issues with the firewall meant
IPv4 routing was not as easy to configure as IPv6. Had the firewall not
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interfered, configuration would have been as easy.
Test number
1

Success
Comment
Full when issues resolved Issues as noted in 3.3.1

2

As hoped

No issues arose.

Table 8 - Test 2 Conclusions

3.4 IPv6 Network Services

The services that follow were used to construct a live network which, with the
addition of services provided by the administrator, will allow the organisation
to connect to IPv6-enabled services.

3.4.1 DNS

DNS name resolution for forward lookups for internal and external resources
is shown below in Figure 30.

With a large increase in the length of an IPv6

address over an IPv4 address, the author foresees the importance of DNS
increasing as IPv6 is adopted. As shown, resolution for internal and external
sites is possible. As Lisa was not equipped with a screen capture application
for speed of deployment while development was taking place, Bart was moved
to the fec0:0000:0000:0001 network for the following screen shots.
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Figure 30 - DNS Resolution

The author did experience issues when attempting reverse lookup of IPv6
addresses, this may have resulted from dig trying to use IPv6 transport for the
requests. BIND did not raise any errors in /var/log/messages though using
dig –x IPv4 (such as dig –x 192.168.0.5), the author was able to obtain

reverse lookup for IPv4 addresses which also contained both IPv6 address
DNS entries for an internal host. When using the same command with a Sitelocal IPv6 address (as used in DNS), dig would return the correct DNS server,
and the correct server address, but the answer name field was blank. Though
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this issue has occurred, and the author was unable to resolve it, the length of
IPv6 addresses will mean that it is unlikely that this feature will be in more
widespread use than in IPv4.

3.4.2 DHCP

Extracts from /var/log/messages and /var/lib/dhcp/dhcpd.leases (not
the same session) confirms DHCP is functioning for both IPv4 networks as
shown in Figure 31 and Figure 32.

Figure 31 - Extract from /var/log/messages

Figure 32 - Edited /var/lib/dhcp/dhcpd.leases

IPv6 automatic configuration was carried out through the use of router prefix
advertising software. The correct operation of this software can be confirmed
through the output of the ifconfig command on a host (see Figure 33).
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Figure 33 - Ifconfig output on Lisa

3.4.3 Routing & Tunnelling

Network service traffic routing was confirmed on Bart (see comments in
3.4.1) by contacting an IPv4 enabled site (www.google.co.uk) and an IPv6
enabled site (apple.kame.net).

Figure 34 - IPv4 routing and network services
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Figure 35 - Dancing Kame turtle only visible using IPv6

Figure 36 - IPv6 routing and services with node source address
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4. Results and Evaluation

4.1 Evaluation of the technology
Though IPv6 has been available for a number of years, few ISP’s have
adopted the technology. This makes connection to the IPv6-enabled internet
more difficult than it would be if the ISP was IPv6 ready. Europe is a major
contributor to the technology with regards to research and development. That
said, the author found within Europe, major bodies do not push for IPv6
deployment as they do in the Far East, where in 2001, 8.05Billion Yen
(approx. GBP45.3 Million) was invested by the Government in IPv6
experiments [Nikkei Electronics, 2001]. The move to IPv6 in the Far East
may be due to the Government encouraging transition in regions of high
population, with numerous high technology oriented business and devices
requiring addresses.
In reality, IPv6 still remains a technology available to a select few businesses,
technology and research organisations.

Emerging technologies, including

third generation mobile devices have led companies like Nokia to base core
design around IPv6 [VNU.net Nokia 3G, 2000]. With moves by companies
like Nokia towards the new standard, the case for IPv6 deployment should
gather momentum.

4.2 Future Enhancements
The author has a number of avenues that could be investigated further to
continue the work in this report. These are:
•

Implementation of IPv6 over various Wide Area Network technologies
(ATM, FDDI, Fibre) investigating performance and techniques.
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•

IPv6 Virtual Private Networks, Security and QoS. Comparing current
IPv4 implementations with IPv6.

•

Connectivity between IPv6 hosts from other IPv6 networks into the
test network. Test to see if hosts can be contacted from external IPv6
sites, possibly using ISATAP.

•

Firewall and server setup to provide backup storage to clients.
Investigate NFS and Samba storage and iptables6 firewalls.

•

Investigation of additional IPv6 enabled applications. Research into
additional functionality provided by having IPv6 in place.

•

Resolve issues in DNS reverse lookup.

Investigate different

techniques for configuring DNS servers to see if current issues can be
resolved.

4.3 Critical evaluation
The author hoped to tackle a topic that had not been covered in any depth in
his degree course. This allowed him to develop new skills and broaden his
knowledge base, rather than covering a technology already experienced.
Much of the project was, therefore, based around the research needed to get
the author to a stage where practical deployment was possible.

As an

example, early on in the research process the author was not aware of Stateless
auto-configuration of IPv6 nodes.

Gradually, knowledge was gained that

brought these extra technologies to light and allowed the author to take
advantage of these tools. It also meant a number of tasks in the specification
were left open-ended, depending on the difficulty of implementation.
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The completeness of the project can be evaluated against the specification.
The author notes the report has met all of the tasks it set out to achieve though
IPv6 reverse lookup is still an outstanding issue. These tasks had varying
levels of difficulty. The more extensive the author’s research, the more facets
of each topic were revealed. This report covers topics only briefly, whereas
much more research has gone into the project for the design and deployment
stages. Time and workload were well managed and planned, allowing tasks to
be completed in good time.
When evaluating the project from a development point of view, projects of a
technical research nature are difficult to categorise into a framework generally
suited to software development. That said, a stepwise approach was used, as
indicated in the report. Employing components of prototyping the author was
able to investigate practically the technology involved in IPv6.
Weaknesses in the project are down to little understanding of the technology
before the project was conceived for the reasons given above. This led to a
specification which was based upon findings only briefly investigated or based
upon the author’s knowledge of IPv4. Limitations were imposed on the author
with regard to hardware resources and connectivity.

Due to available

resources, only a single node was put on each network to prove operation.
The author would rather have had additional nodes on which to test the
implementation but this was beyond the control of the author.
Research in the project is based upon two evolving technologies and therefore
often used web-based resources. Special care had to be taken to ensure the
information used was accurate and from a variety of reliable academic and
business sources

4.4 Conclusion
In conclusion, the author has learned a great deal in this field from the
research carried out and can confidently say that, without great effort,
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deployment of IPv6 within SME’s is possible. With the internet as it stands,
the author considers that lack if understanding or resources in many
organisations prevents them venturing into this new technology.
From a business point of view, the costs involved in the upgrade, are currently
too great when compared to the additional functionality that would be
delivered to end users. The real benefits of IPv6 are to administrators. The
challenge lies in persuading business leaders of the advantages of migration,
when there is little visible change to the end user. A chicken and egg situation
is facing the internet community. Organisations will not migrate to dualstack/IPv6 solutions as there is no driving force leading the way. Technology
providers will not offer IPv6 as the demand is not yet great enough.
The author feels, given time, the technology will filter down to organisations
and IPv6 deployment will increase.

The timescale, however, is open to

debate.
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6.0 Appendices
6.1 Deliverable

The deliverable has been inserted into the following pages. Though a separate
entity, to reduce duplication of diagrams and configuration information,
references to configuration are to those inserted to the main report in sections
6.2 onwards.
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6.2 Configuration files

6.2.1 Radvd.conf

interface eth0
{
AdvSendAdvert on;
MinRtrAdvInterval 7;
MaxRtrAdvInterval 10;
AdvHomeAgentFlag off;
prefix fec0:0000:0000:0000::/64
{
AdvOnLink on;
AdvAutonomous on;
AdvRouterAddr on;
};
prefix 2001:618:400:3afc::/64
{
AdvOnLink on;
AdvAutonomous on;
};
};
interface eth1
{
AdvSendAdvert on;
MinRtrAdvInterval 3;
MaxRtrAdvInterval 10;
AdvHomeAgentFlag off;
prefix fec0:0000:0000:0001::/64
{
AdvOnLink on;
AdvAutonomous on;
AdvRouterAddr on;
};
prefix 2001:618:400:3afc::/64
{
AdvOnLink on;
AdvAutonomous on;
AdvRouterAddr on;
};
};
interface eth2
{
AdvSendAdvert on;
MinRtrAdvInterval 3;
MaxRtrAdvInterval 10;
AdvHomeAgentFlag off;
prefix fec0:0000:0000:0002::/64
{
AdvOnLink on;
AdvAutonomous on;
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};

AdvRouterAddr on;
};
prefix 2001:618:400:3afc::/64
{
AdvOnLink on;
AdvAutonomous on;
AdvRouterAddr on;
};

6.2.2 Radvdump

Shown in this appendix is the output of Radvdump.

This displays the

broadcasts of radvd on screen.
Router advertisement from fe80::240:95ff:fe45:5644 (hoplimit
255)
Received by interface eth0
# Note: {Min,Max}RtrAdvInterval cannot be obtained with
radvdump
AdvCurHopLimit: 64
AdvManagedFlag: off
AdvOtherConfigFlag: off
AdvHomeAgentFlag: off
AdvReachableTime: 0
AdvRetransTimer: 0
Prefix 2001:618:400:3afc::/64
AdvValidLifetime: 2592000
AdvPreferredLifetime: 604800
AdvOnLink: on
AdvAutonomous: on
AdvRouterAddr: off
Prefix fec0::/64
AdvValidLifetime: 2592000
AdvPreferredLifetime: 604800
AdvOnLink: on
AdvAutonomous: on
AdvRouterAddr: on
AdvSourceLLAddress: 00 40 95 45 56 44
Router advertisement from fe80::240:95ff:fe30:2a74 (hoplimit
255)
Received by interface eth2
# Note: {Min,Max}RtrAdvInterval cannot be obtained with
radvdump
AdvCurHopLimit: 64
AdvManagedFlag: off
AdvOtherConfigFlag: off
AdvHomeAgentFlag: off
AdvReachableTime: 0
AdvRetransTimer: 0
Prefix 2001:618:400:3afc::/64
AdvValidLifetime: 2592000
AdvPreferredLifetime: 604800
AdvOnLink: on
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AdvAutonomous: on
AdvRouterAddr: on
Prefix fec0:0:0:2::/64
AdvValidLifetime: 2592000
AdvPreferredLifetime: 604800
AdvOnLink: on
AdvAutonomous: on
AdvRouterAddr: on
AdvSourceLLAddress: 00 40 95 30 2A 74
Router advertisement from fe80::2e0:4cff:feec:d671 (hoplimit
255)
Received by interface eth1
# Note: {Min,Max}RtrAdvInterval cannot be obtained with
radvdump
AdvCurHopLimit: 64
AdvManagedFlag: off
AdvOtherConfigFlag: off
AdvHomeAgentFlag: off
AdvReachableTime: 0
AdvRetransTimer: 0
Prefix 2001:618:400:3afc::/64
AdvValidLifetime: 2592000
AdvPreferredLifetime: 604800
AdvOnLink: on
AdvAutonomous: on
AdvRouterAddr: on
Prefix fec0:0:0:1::/64
AdvValidLifetime: 2592000
AdvPreferredLifetime: 604800
AdvOnLink: on
AdvAutonomous: on
AdvRouterAddr: on
AdvSourceLLAddress: 00 E0 4C EC D6 71

6.2.3 Named.conf
options {
directory "/var/named";
listen-on-v6 { any; };
//
notify yes;
//
provide-ixfr yes;
};
//
// a caching only nameserver config
//
controls {
inet 127.0.0.1 allow { localhost; } keys { rndckey; };
};
zone "." {
type hint;
file "named.ca";
};
zone "localhost" {
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};

type master;
file "localhost.zone";
allow-update { none; };

zone "simpsons.com" {
type master;
file "db.simpsons.com";
};
zone "0.0.127.in-addr.arpa" {
type master;
file "named.local";
allow-update { none; };
};
zone "0.168.192.in-addr.arpa" {
type master;
file "192.168.0.reverse";
};
zone "1.168.192.in-addr.arpa" {
type master;
file "192.168.2.reverse";
};
zone "2.168.192.in-addr.arpa" {
type master;
file "192.168.2.reverse";
};
zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.int" {
type master;
file "db.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.int";
notify no;
};
zone "\[x0000000000000000/64].ip6.arpa" {
type master;
file "db.0000:0000:0000:0000.ip6.arpa";
notify no;
};
zone "0.0.0.0.0.0.0.0.0.0.0.0.0.c.e.f.ip6.int" {
type master;
file "db.0.0.0.0.0.0.0.0.0.0.0.0.0.c.e.f.ip6.int";
notify no;
};
zone "\[xfec0000000000000/64].ip6.arpa" {
type master;
file "db.fec0:0000:0000:0000.ip6.arpa";
notify no;
};
zone "1.0.0.0.0.0.0.0.0.0.0.0.0.c.e.f.ip6.int" {
type master;
file "db.1.0.0.0.0.0.0.0.0.0.0.0.0.c.e.f.ip6.int";
notify no;
};
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zone "\[xfec0000000000001/64].ip6.arpa" {
type master;
file "db.fec0:0000:0000:0001.ip6.arpa";
notify no;
};
zone "2.0.0.0.0.0.0.0.0.0.0.0.0.c.e.f.ip6.int" {
type master;
file "db.2.0.0.0.0.0.0.0.0.0.0.0.0.c.e.f.ip6.int";
notify no;
};
zone "\[xfec0000000000002/64].ip6.arpa" {
type master;
file "db.fec0:0000:0000:0002.ip6.arpa";
notify no;
};
include "/etc/rndc.key";

6.2.4 dhcpd.conf

A copy of the dhcpd.conf file which was used in the implementation stages to
provide IP addresses to a small group of ten hosts on each internal interface.
ddns-update-style interim;
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.20;
default-lease-time 86400;
max-lease-time 86400;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.1.255;
option routers 192.168.1.5;
option domain-name-servers 192.168.1.5;
}
subnet 192.168.2.0 netmask 255.255.255.0 {
range 192.168.2.10 192.168.2.20;
default-lease-time 86400;
max-lease-time 86400;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.2.255;
option routers 192.168.2.5;
option domain-name-servers 192.168.2.5;
}
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6.3 BIND Configuration files

To ease the installation of the DNS software, a number of examples have been
included which can be adjusted to suit the needs of the organisation. The
administrator should view the named.conf for the overview of the system.
Each file will then take the format of one of the following:

INT Style example for feco:0000:0000:0000
$ORIGIN 0.0.0.0.0.0.0.0.0.0.0.0.0.c.e.f.ip6.int.
@
4h
IN
SOA
homer.simpsons.com. root.simpsons.com.
(
2003010901 ;serial
28800
;refresh
7200
;retry
604800
;expire
86400
;minimum
)
IN
NS
homer.simpsons.com.
$TTL 1h
4.4.6.5.5.4.e.f.f.f.5.9.0.4.2.0 IN
4.4.6.5.5.4.e.f.f.f.9.5.0.4.2.0 IN

PTR
PTR

homer.simpsons.com.
homer0.simpsons.com.

ARPA Style example for feco:0000:0000:0000
$ORIGIN \[xfec0000000000000/64].ip6.arpa.
@
4h
IN
SOA
homer.simpsons.com. root.simpsons.com.
(
2003010901 ;serial
28800
;refresh
7200
;retry
604800
;expire
86400
;minimum
)
IN
NS
homer.simpsons.com.
$TTL 1h
\[x446554feff590420/64]
\[x446554feff590420/64]

IN
IN
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IPv4 reverse lookup for network hosts (192.168.0 reverse lookup)
$TTL 86400
@
IN

SOA homer.simpsons.com. root.homer.simpsons.com. (
2003013001 ; Serial
28800
; Refresh
14400
; Retry
3600000
; Expire
86400
; Minimum
)

IN

NS

homer.simpsons.com.

5
5
1

IN
IN
IN

PTR
PTR
PTR

homer.simpsons.com.
homer0.simpsons.com.
router.simpsons.com.

IPv4 / IPv6 forward lookup (db.simpsons.com)
The forward lookup file contains the IPv4 A type and Site local AAAA and
A6 type address of clients within the internal, fictitious domain which require
resolution.
$ORIGIN simpsons.com.
@
4h
IN
SOA

IN

NS

homer.simpsons.com root.simpsons.com. (
2003010901 ;serial
28800
;refresh
7200
;retry
604800
;expire
86400
;minimum
)

simpsons.com.

$TTL 1h
router

IN

A

192.168.0.1

homer

IN
IN
IN

A
AAAA
A6 0

192.168.0.5
fec0:0000:0000:0000:0240:95ff:fe45:5644
fec0:0000:0000:0000:0240:95ff:fe45:5644

homer0

IN
IN
IN

A
AAAA
A6 0

192.168.0.5
fec0:0000:0000:0000:0240:95ff:fe45:5644
fec0:0000:0000:0000:0240:95ff:fe45:5644

homer1

IN
IN
IN

A
AAAA
A6 0

192.168.1.5
fec0:0000:0000:0001:02e0:4cff:feec:d671
fec0:0000:0000:0001:02e0:4cff:feec:d671
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homer2

IN
IN
IN

A
AAAA
A6 0

192.168.2.5
fec0:0000:0000:0002:0240:95ff:fe30:2a74
fec0:0000:0000:0002:0240:95ff:fe30:2a74

lisa

IN
IN
IN

A
AAAA
A6 0

192.168.1.19
fec0:0000:0000:0001:0a00:46ff:fe30:24e0
fec0:0000:0000:0001:0a00:46ff:fe30:24e0

bart

IN
IN
IN

A
AAAA
A6 0

192.168.2.20
fec0:0000:0000:0002:0240:95ff:fe30:1d09
fec0:0000:0000:0002:0240:95ff:fe30:1d09

6.4 Email between the author and Peter Bieringer

A copy of the email between the author and Dr. Peter Bieringer, a highly
respected figure in the IPv6 / Linux community discussing clarification on a
topic the author noted on one of Dr Bieringer’s web pages.
*****************
Hi,
--On Sonntag, 16. März
<tom@tomkendrick.com>
wrote:

2003

21:18

+0000

Tom

Kendrick

First of all -- I'd like to thank you for making such a
valuable resource available on the internet. I'm coming to the
end of my report on implementation of IPv6 in Small to Medium
Enterprises and it had be a great help (and saved me a lot of
work!)
> Can I get a electronic copy (e.g. as PDF) when published?
I've been looking at two sites for information on auto
configuration of hosts (using Stateless auto configuration),
namely
http://docs.sun.com/db/doc/806-0916/6ja8539bh?a=view
(Sun's
IPv6
Stateless
Address
Auto
configuration)
and
ftp://ftp.rfc-editor.org/in-notes/rfc2462.txt (IPv6 Stateless
Address Auto configuration RFC).
My interpretation of these documents is that Stateless auto
configuration means that a host obtains the a prefix from the
router (or host acting as a router) -- as the sun document puts
it
"Stateless
autoconfiguration
requires
no
manual
configuration of hosts, minimal (if any) configuration of
routers, and no additional servers." and "The Stateless
approach is used when a site is not particularly concerned with
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the exact addresses hosts use, so long as they are unique and
properly routable.".
On the other hand, Stateful
configuration requires a server
from which clients request details. Much like the DHCP server
in IPv4. Again -- in Sun's words "The Stateful
approach is
used when a site requires tighter control over exact address
assignments."
I have implemented radvd on my "server" which advertises site
local and global prefixes to two networks. I had assumed that
as the server does not maintain any list of to who it has
allocated the prefix, it was considered a Stateless auto
configuration technique.
I
then
came
across
your
document
at
http://www.bieringer.de/linux/IPv6/status/IPv6+Linux-statusconf.html. On here, there was another series of useful tools
I've been able to compare in my report.
There was one thing
that has confused me slightly. You have, in the same section of
the table on Stateful auto configuration radvd and DHCP6. From
my understanding these two systems used different approaches,
radvd = Stateless and dhcp6 = Stateful l -- or have I
misunderstood the topics all along?

Your input would be really useful (as the deadline is drawing
near!).
> Looks like I should fix the table. I decide between 3 types,
which is imho better:
> Stateless: automatic link-local address generation
> serverless: configured by receiving router advertisements
> Stateful : DHCPv6
>

Peter

*****************

6.5 Email between the author and RedHat Europe

Hey Thomas,
Here are some answers to that question:
1. You can either purchase or download Red Hat Linux 8.0 at a
very low cost if you are a home user.
2. We do not advice business users to use Red Hat Linux 8.0
because it is mainly designed for home users which does not
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include support. Instead, we will recommend our Red Hat
Enterprise Linux Series (if you want a comparison, it'll be
like Windows XP vs Windows Advance Server, which basically
cater to different needs)
3. We used to cater only to larger enterprise with our Advance
Server 2.1, now with the new product series, we have products
for SMEs as well.
4. I've included a white paper on this new product series (just
released last week) - for pricing in Europe, see below:
List Price
RHL WS Basic *
RHL WS Standard

Euro
179
349

GBP
113
221

RHL ES Basic *
RHL ES Standard

349
899

221
569

RHL AS Standard
RHL AS Premium

1699
2799

1075
1772

* Only available on Red Hat Network Store for download
We do have discount schemes up to 40% off on our Standard and
Premium product for orders more than: 5 units (for AS and ES)
and 25 units (for
WS)
There you go,
good luck on your paper and studies, let me know how it goes!
Ivanna
[thomas.c.kendrick@student.shu.ac.uk
2003]:

-

Wed

Mar

19

08:59:24

>
> Name:
Tom Kendrick
> Email:
thomas.c.kendrick@student.shu.ac.uk
>
-------------------------------------------------------------------------> Hi,
>
> I'm writing a dissertation and as part of it RedHat 8.0
(workstation) is
>
used. For business use, should RedHat 8.0 be purchased,
and if so,
>
at what cost, and would an organisation (Small to Medium
>
Enterprise) get a discount for bulk buys.
>
> If discounts are available, at what quantities do they apply?
>
>
>
>
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6.6 Kickstart configuration files

6.6.1 Example Client configuration

The configuration file taken from the automated installation of a client
machine. Each computer will be configured with the same test user “tom”, the
correct software is installed ready for deployment. The network parameter “-hostname=” must be set for each host. This installation procedure will
also configure the host to enable IPv6.

Attention should be paid to the

installation section where all hard disk devices will be cleared and partitioned
ready for Linux.
install
lang en_UK
langsupport --default en_GB.UTF-8 en_GB.UTF-8
keyboard uk
mouse genericwheelps/2 --device psaux --emulthree
xconfig --card "ATI Mach64" --videoram 8192 --hsync 30-96 -vsync 50-160 --resolution 1024x768 --depth 16 --startxonboot -defaultdesktop kde
network --device eth0 --bootproto dhcp --hostname=bart
rootpw --iscrypted
firewall --medium --dhcp --port ftp:tcp --port ssh:tcp --trust
eth0
authconfig --enableshadow --enablemd5
timezone Europe/London
bootloader --location=mbr
# The following is the partition information you requested
# Note that any partitions you deleted are not expressed
# here so unless you clear all partitions first, this is
# not guaranteed to work
clearpart --linux --all
deviceprobe
%packages --resolvedeps
@ Administration Tools
@ British Support
@ Development Tools
@ Dialup Networking Support
@ Editors
@ Emacs
@ Office/Productivity
@ Graphical Internet
@ Graphics
@ KDE Desktop Environment
@ X Window System
kpaint
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lisa
firstboot
ltrace
kpppload
redhat-config-kickstart
indent
kamera
diffstat
kdemultimedia-kfile
kiconedit
authconfig-gtk
autorun
lrzsz
automake14
automake15
gdm
patchutils
kdvi
openssh-askpass
ark
memprof
redhat-config-printer-gui
kdeaddons-knewsticker
kit
redhat-logviewer
rhn-applet
desktop-backgrounds-extra
gcc-g77
kedit
kdemultimedia-arts
hpijs
mozilla-psm
redhat-config-services
kghostview
gcc-gnat
splint
kpf
openssh-askpass-gnome
kdeaddons-kicker
kdepim
redhat-switchmail-gnome
kdict
kmail
xisdnload
libvorbis-devel
redhat-config-network
redhat-config-proc
doxygen
cvs
kppp
psgml
gcc-java
kdeartwork-locolor
redhat-config-xfree86
redhat-config-users
kdeaddons-konqueror
vim-enhanced
rcs
redhat-switch-printer-gnome
koncd
gimp-data-extras
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kuickshow
%post
/usr/sbin/useradd tom
chfn -f 'Tom' tom
/usr/sbin/usermod -p '' tom
echo "alias net-pf-10 ipv6" >> /etc/modules.conf

6.6.2 Example Server configuration

The server configuration below will install a server ready for immediate
deployment (excluding service configuration). Attention should be paid to the
installation section where all hard disk devices will be cleared and partitioned
ready for Linux. Post installation commands configure the server to enable
IPv6 and IPv4 / IPv6 packet forwarding.
# Kickstart file automatically generated by anaconda.
install
lang en_UK
langsupport --default en_GB.UTF-8 en_GB.UTF-8
keyboard uk
mouse genericwheelps/2 --device psaux
xconfig --hsync 31.5-48.5 --vsync 50-70 --resolution 800x600 -depth 16 --startxonboot --defaultdesktop kde
network --device eth0 --bootproto dhcp --hostname homer
network --device eth1 --bootproto dhcp --hostname homer
network --device eth2 --bootproto dhcp --hostname homer
rootpw simpsons
firewall --medium --dhcp --port http:tcp --port ftp:tcp --port
ssh:tcp --trust eth1
authconfig --enableshadow --enablemd5
timezone Europe/London
bootloader --location=mbr
# The following is the partition information you requested
# Note that any partitions you deleted are not expressed
# here so unless you clear all partitions first, this is
# not guaranteed to work
clearpart --linux --all
deviceprobe
%packages
@ Administration Tools
@ British Support
@ DNS Name Server
@ Development Tools
@ Dialup Networking Support
@ FTP Server
@ Graphical Internet
@ Graphics
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@ KDE Desktop Environment
@ Kernel Development
@ Network Servers
@ Office/Productivity
@ Server Configuration Tools
@ System Tools
@ Windows File Server
@ X Window System
kpaint
tk
lisa
firstboot
gtkam
ltrace
kpppload
redhat-config-kickstart
xsane-gimp
indent
xsane
kamera
diffstat
xdelta
kdemultimedia-kfile
cipe
kiconedit
authconfig-gtk
ImageMagick
ethereal
autorun
lrzsz
redhat-config-httpd
automake14
automake15
gdm
finger-server
patchutils
kdvi
openssh-askpass
ark
xchat
memprof
redhat-config-printer-gui
kdeaddons-knewsticker
kit
redhat-logviewer
rhn-applet
desktop-backgrounds-extra
gcc-g77
kedit
kdemultimedia-arts
redhat-config-bind
-dhcp-devel
sane-frontends
mozilla-mail
ypserv
telnet-server
hpijs
dia
xpdf
nmap
pxe
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mozilla-psm
redhat-config-services
kghostview
caching-nameserver
gcc-gnat
splint
kpf
openssh-askpass-gnome
kdeaddons-kicker
dhcp
kdepim
redhat-switchmail-gnome
kdict
kmail
xisdnload
evolution
libvorbis-devel
redhat-config-nfs
redhat-config-network
redhat-config-proc
screen
radvd
talk-server
rsh-server
doxygen
netpbm-progs
cvs
kppp
gcc-java
kdeartwork-locolor
redhat-config-xfree86
redhat-config-users
kdeaddons-konqueror
rcs
redhat-switch-printer-gnome
gaim
koncd
gimp-data-extras
kuickshow
%post
/usr/sbin/useradd tom
chfn -f 'Tom' tom
/usr/sbin/usermod -p '' tom
echo "alias net-pf-10 ipv6" >> /etc/modules.conf
echo 1 > /proc/sys/net/ipv6/conf/all/forwarding
echo 1 > /proc/sys/net/ipv4/ip_forward

6.7 Contents of /etc/rc.d/rc.local
#!/bin/sh
#
# This script will be executed *after* all the other init
scripts.
# You can put your own initialization stuff in here if you
don't
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# want to do the full Sys V style init stuff.
touch /var/lock/subsys/local
#ROUTING INFO
route add default gw 192.168.0.1 dev eth0
route del default gw 192.168.2.5 dev eth2
#END ROUTING INFO
#ENABLE PACKET FORWARDING FOR IPv4
echo 1 > /proc/sys/net/ipv4/ip_forward
#END IPv4 FORWARDING SETUP
#ENABLE IPv6 FORWARDING
echo 1 > /proc/sys/net/ipv6/conf/all/forwarding
#END IPv6 FORWARDING SETUP
#CONFIGURE INTERFACES FOR SITE LOCAL ADDRESSES
ifconfig eth0 inet6 add
fec0:0000:0000:0000:240:95ff:fe45:5644/64
ifconfig eth1 inet6 add
fec0:0000:0000:0001:2e0:4cff:feec:d671/64
ifconfig eth2 inet6 add
fec0:0000:0000:0002:240:95ff:fe30:2a74/64
#END SITE LOCAL ADDRESS CONFIG
#TUNNEL SETUP
ifconfig sit0 up
ifconfig sit0 tunnel ::193.113.58.80
ifconfig sit1 add 2001:618:400::515:a769/128
route -A inet6 add 2000::/3 gw fe80::c171:3a50 dev sit1
#ifconfig eth0 add 2001:616:400:3afc::/64
ifconfig eth1 add 2001:618:400:3afc::/64
ifconfig eth2 add 2001:618:400:3afc::/64
radvd
named
#END TUNNEL SETUP
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6.8 Connection to Tunnel Broker

To illustrate the closeness of the tunnel broker and speed of the service the
following measurements were taken.

Figure 37 - "Ping Plotter" output to the tunnel broker

Figure 38 - Trace to tunnel broker
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6.9 Devices used in tests
The following picture shows the devices the author has used in the test
topology.

Figure 39 - Devices used in tests

Key:
1 – Homer
2 – Bart
3 - Lisa
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6.10 Terms
To provide a quick reference, a number of the terms used in this report have
been included below:
All Nodes Multicast Group – The address used to send information to all
devices on a link. Much like a broadcast address
Bart – Test network node using the services provided by Homer.
Binary – A number encoding system working to base 2. Only valid symbols
are 0 and 1.
Daemon – Based upon the mythological term, a daemon (an attendant power
or spirit) is “a program that runs continuously and exists for the purpose of
handling periodic service requests that a computer system expects to receive.”
[DaemonSearchSolaris.com]
Decimal – A number encoding system working to base 10.
DHCP – Dynamic Host Configuration Protocol. A technique used to manage
and assign addresses to clients from a pool of available addresses.
DNS - DNS is the technique used on the Internet to allow resolution of names
to IP addresses (and vice versa).
Dual Stack – A node which runs both IPV4 and IPv6 at the network layer
Error log – The file /var/log/messages.
Hexadecimal – A number encoding system working to base 16. Consists of
the symbols 0-9 and A-F. The letters A-F represent the numbers 10-15 in
decimal.
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Homer – The server providing (IPv6) services to the local network. Running
RedHat Linux version 8.0, kernel version 2.4.xx.
Host – A device which does not act as a router
ICMP6 – Internet Control Message Protocol version 6,provides important
information about the health of the network.
Interface ID – A term used to describe the 64bit address constructed from the
12 hex-digit MAC address embedded into an interface. The process used for
construction is noted in section 1.2.2.
IPv6 – Internet Protocol version 6 as defined by IETF in [RFC2460, 1998].
Sometimes referred to as IPng.
Link-local – An IPv6 address with scope limited to use on a single link. This
type of address would be used to set up a small network between a number of
nodes which would not require traffic to be routed.
Lisa – Test network node using the services provided by Homer
MAC Address – Abbreviation for Media Access Control Address. A unique
hard coded hardware address held on most networking devices which are used
by layer two devices to identify a single NIC.
NAT – Network address translation. A system which converts packet headers
so they appear from one single host before sending them out to the internet.
When the packet is retuned, the translation is reversed and the packet directed
to the host which sent the request.
Neighbour solicitation – A message sent from a host to ask for information
on other hosts on the link. The host will get a reply by way of a Neighbour
Advertisement message.
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NIC – Abbreviation for Network Interface Card. Hardware device used to
connect hosts to a network.
RFC – Request for Comments. A set of technical documents that set out
procedures, protocols, comments and applications for computer related
networks or services. These documents are published and revised until they
are adopted. [RFC-editor02]
Router – A device used to transfer information from one network to another.
This device works only on the network Address.
Router solicitation – An ICMP6 message sent by a host to the all routers
multicast group. Replies are sent to these messages (and periodically) to hosts
through the Router Advertisement message.
Site-local – An IPv6 address prefix which can be used when internal routing
within an organisation is needed.
Tentative Address – A tentative address is an address which has not yet been
assigned because the uniqueness of this address is being verified.
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